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11 October 1984

Re NTISSC memorandum no.

COMSEC 1-2/150 dated 5 October

1984, subject: NTISSC
Representation. Attached is copy of
complete (3 pages) proposed charter
for the Subcommittee on Tele-
communications Security.
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- NATIONAL TELECOMMUNICATIONS AND INFORMATION SYSTEMS SECURITY COMMITTEE
CHARTER

for the

SUBCOMMITTEE ON TELECOMMUNICATIONS SECURITY

The National Policy on Telecommunications and Automated
Information Systems Security, (National Security Decision
Directive 145) authorizes and directs the establishment, under
the National Telecommunications and Information Systems Security
Committee (NTISSC), of a permanent Subcommittee on Telecom-
munications Security (STS). 1In accordance with the policies of
NSDD-145 and the Governing Procedures of the NTISSC, this Charter
specifies the organization, responsibilities, and mission of the
STS.

Matters under the cognizance of the STS and subject to the
deliberations and actions of the STS include telecommunications
technology, secure voice systems, secure record and data systems,
sSpace and satellite telecommunications systems, weapons and
strategic defense telecommunications systems, command and control
telecommunications systems, compromising emanations, and other
such related areas as may be determined by the Subcommittee to be
appropriate. The Subcommittee also subsumes the responsibilities
of the former National Communications Security Committee
Subcommittee on Compromising Emanations.

1. The Subcommittee shall be composed of one voting represen-
tative of each organization of the NTISSC. One alternate for
each principal STS representative shall be designated to act with
Plenary powers in the absence of the principal. Members,
alternate members and observers shall have a TOP SECRET
clearance.

2. Departments, Agencies and other government organizations
committed to expeditious implementation of national telecommuni-
cations security policy, and which are not represented on the
NTISSC, may be invited by the Chair, NTISSC to participate in STs
activities. Each such organization may be represented on the STS
by an observer, who shall have all rights and privileges of
representatives, except the right to vote.

3. The Chair of the STS shall be the Assistant Secretary,
Electronic Systems and Information Technology, Department of the
Treasury. The NTISSC Secretariat also will serve as the
secretariat to the STS.

4. The STS representatives should meet at least once per quarter
each calendar year or more often at the call of the Chair or at
the request of a majority of the representatives, but not less
than two times per year. A tentative agenda for each subsequent
year shall be established by the STS Secretariat before the end
of the last quarter of the current calendar year.
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3. The permanent Subcommittee shall have as its procedures the
"following:

a. The STS will reach decisions on matters within its
cognizance by majority vote. 1In the event of deadlock, matters
will be decided by the Chair. Dissenting views, with supporting
rationale, may be provided by any representative and brought to
the attention of the NTISSC Secretariat for referral to the full
Committee,

b. Subjects for consideration by the STS may be referred to
it by the NTISSC or by any STS representative or Oobserver. The
Secretariat will at least annually specifically solicit issues
from the STS representative for the forthcoming year.

C. The Chair will publish an agenda angd summary minutes of
the STS and its working groups which shall be the official record
of business. The agenda shall be provided 10 working days before
each meeting and the minutes within 10 working days after each
meeting,

d. Such other procedures as may be required to conduct the
chartered activities of the STS may be determined by the Chair or
the full sTs membership as appropriate.

6. The STS Subcommittee is empowered to establish such permanent
Oor temporary working groups, committees or ad hoc bodies as may
be necessary to accomplish its responsibilities under the
provisions of this Charter. Such bodies will establish their own
procedures, but be established only for such definite term as the
Chair so designates.

7. The STS Subcommittee is responsible to the full NTISSC
membership for, and reports to the NTISSC Chair on:

a. Developing, formulating and recommending, for approval
and establishment by the NTISSC, specific operating policies,
objectives, and priorities, affecting matters under the
cognizance of the STS, as may be required to achieve the broad
telecommunications security policies and objectives established
by NSDD-145, or such guidance as may be subsequently issued by
the Systems Security Steering Group.

b. Developing a program to work with the private sector in
accordance with NSDD-145. :

C. Providing a forum for the interchange of information

among NTISSC member organizations, their subordinates and
representatives, on all aspects of telecommunications security.

Sanitized Copy Approved for Release 2010/05/21 : CIA-RDP97M00248R000500170032-3



Sanitized Copy Approved for Release 2010/05/21 : CIA-RDP97M00248R000500170032-3

-

d. Evaluating annually the status of telecommunications
Systems security with respect to established objectives and
pPolicies and submit that evaluation to the Chair, NTISSC.
Included in the evaluation will be information on the threat to
and evidence of exploitation of U.S. Government and government
contractor telecommunications systems.

€. Developing telecommunications systems security guidance
for NTISSC to provide to the departments and agencies of the
government. Guidance as defined herein refers to a policy,
direction, decision, instruction or advice which concerns
Planning, programming, budgeting, allocating, or applying
telecommunications security requirements, standards, criteria,
equipments, applications and resources, both human and fiscal.

advise on the implementation of security or protective measures
where appropriate. This interaction shall take into
consideration the differing levels of technology which may
prevail among or between countermeasures systems.

cations security programs throughout the government and, in so
far as it impacts on the operations of related communications
between industry, the government, and the private sector,

h. Performing or carrying out other responsibilities
relating to telecommunications security as may be directed by the
NTISSC.

8. The effective date of this Charter is . The
Charter and activities of the STS will be reviewed biennially by
the NTISSC. :
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